
KT-400
Ethernet Four-Door Controller

Installation Manual
DN1726-0908
V01.01





KT-400 Ethernet Four-Door Controller Installation Manual
Table of Contents

Pre-Installation Information ......................................................................................................................... 1
Copyright Information ............................................................................................................................................. 1
Safety Instructions .................................................................................................................................................. 1

Technical Support ....................................................................................................................................... 2
Compliance Specifications .......................................................................................................................... 3
FCC & IC Compliance ................................................................................................................................. 3
UL Compliance ........................................................................................................................................... 3
UL 294 Compliance Notice ......................................................................................................................... 3
UL 1076 Compliance Notice ....................................................................................................................... 3
CE & C-Tick Compliance ............................................................................................................................ 4
Overview ..................................................................................................................................................... 5
Compatible with all EntraPass Special, Corporate and Global Editions ..................................................... 5
Multiple Configuration Options .................................................................................................................... 5
Four Onboard doors .................................................................................................................................... 5
Communication Ports .................................................................................................................................. 5
IP Connectivity ............................................................................................................................................ 5
Inputs .......................................................................................................................................................... 6
Lock Outputs ............................................................................................................................................... 6
Relay Outputs ............................................................................................................................................. 6
Reader Outputs ........................................................................................................................................... 6
Reader Interfaces ....................................................................................................................................... 6
Elevator Interface ........................................................................................................................................ 6
Alarm Panel Interface ................................................................................................................................. 6
Automatic Port Detection ............................................................................................................................ 6
Downloadable Firmware ............................................................................................................................. 6
Trouble and Reporting ................................................................................................................................ 7
Visual Status Indicators (LEDs) .................................................................................................................. 7
Built-in SPI Expansion ................................................................................................................................ 7
System Architecture 1.................................................................................................................................. 1
Heartbeat LED Patterns ............................................................................................................................ 14
Technical Specifications ........................................................................................................................... 15
Electrical Specifications ............................................................................................................................ 16
KT-400 Ethernet Four-Door Controller Models, Expansion Modules Models, 
Related Documentation and Miscellaneous Items .................................................................................... 16
Models Information ................................................................................................................................... 18
Installing the KT-400 Ethernet Four-Door Controller ................................................................................. 19

Preparing to Install the KT-400 Ethernet Four-Door Controller ............................................................................ 19
Physical Installation .............................................................................................................................................. 19
Earth Grounding ................................................................................................................................................... 19
Door Locking Devices ........................................................................................................................................... 19
Hooking Up Inputs ................................................................................................................................................ 20
 Connect readers and keypads ............................................................................................................................. 20
Relay Controlled Outputs ..................................................................................................................................... 21
Auxiliary Outputs .................................................................................................................................................. 21
Tamper Protection ................................................................................................................................................ 21

Connecting the KT-400 Ethernet Four-Door Controller ............................................................................. 22
Connecting the VC-485 or the USB-485 to the RS-485 Bus ................................................................................ 22
Connecting over Corporate Network (LAN) ............................................................................... 23

Powering the KT-400 Ethernet Four-Door Controller ................................................................................ 23
SPI Expansion Port ................................................................................................................................... 24
Important Installation Rules about Expansion Modules ............................................................................ 25
Troubleshooting ........................................................................................................................................ 29
Default initialization ................................................................................................................................... 30

How to reset the KT-400 Ethernet Four-Door Controller for Factory Default DHCP mode .................................. 30
KT-400 Ethernet Four-Door Controller Maintenance Recommendations ................................................. 31
Configuring the KT-400 Ethernet Four-Door Controller with the Web Configuration Page ....................... 32
DN1726-0908 v01.01 iii



Optional Documentation ....................................................................................................................................... 32
Configuring the KT-400 Ethernet Four-Door Controller with the KT-Finder .............................................. 33
Installation Checklist ................................................................................................................................. 37
Inputs and Outputs Assignments Sheet .................................................................................................... 38
DN1726-0908iv





Technical Support

For technical assistance with the KT-400 Ethernet Four-Door Controller and other Kantech products, contact technical 
support, Monday to Friday. See the following table for the technical support phone numbers.

Country/Region Phone Numbers Support 
Hours Email

North America Toll Free +888 222 1560 (GMT -05:00)

US and Canada Direct: +450 444 2030
Fax: +450 444 2029 8:00 to 20:00 kantechsupport@tycoint.com

Latin America (GMT -03:00)

Argentina

Direct: +5411 4717 2929
Direct: +5411 4717 1320
Direct: +5411 4717 5525
Fax: +5411 4717 1060

9:00 to 18:00 ingenieria@tycoint.com

Asia (GMT +08:00)

Singapore

Direct: +65 6319 9820
Fax: +65 6319 9821

Direct: +65 6389 8297
Fax: +65 6389 8292

8:30 to 18:00 swhuin@tycoint.com
wtooh@tycoint.com

Europe Toll Free +800 CALL TYCO / +800 2255 8926 (GMT +01:00)

Bahrain +800 04127

8:00 to 18:00 tfsemea.support@tycoint.com

France +33 04 72 79 14 83

Greece +00 800 31 22 94 53

Russia +8 10 800 2052 1031

Spain +900 10 19 45

Turkey +00 800 31 92 30 37

United Arab Emirates +800 0 31 0 7123

United Kingdom
+44 08701 ADT SUP / 44 08701 238 787

Direct: +31 475 352 722
Fax: +31 475 352 725
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Compliance Specifications

FCC & IC Compliance
This device complies with Part 15 of the FCC rules Class A. Operation is subject to the following two conditions: (1) this 
device may not cause harmful interference, and (2) this device must accept any interference received including 
interference that may cause undesired operation. This class A digital apparatus meets all requirements of the Canadian 
Interference Causing Equipment Regulations. The KT-400 Ethernet Four-Door Controller is also compliant with 
EN55022:1998, amendment 1:1995, Class A.

UL Compliance
To comply with UL listings, the following requirements must be met:
• Use of a UL listed computer
• Use of UL listed readers (Wiegand 26 and 34 bits, mag stripe 26 and 34 bits, XSF 39 bits have been tested and found to 

comply)
• Use of a UL recognized tamper switch on every housing cabinet for the KT-400 Ethernet Four-Door Controller
• Do not use the SmartLink option
• Do not use a 240 VAC transformer (not UL listed)
• Use only UL listed cables
• Use only UL listed adaptors
• Use only a UL listed transformer Hammond BF2F such as Kantech part number TR1675 (Available through Kantech 

distributors or dealers, please refer to the Technical Support contact information on page 2 to obtain the specific 
transformer)

• The KT-400-EU has not been validated as a UL Listed system.
• The KT-CAB3000LDR and KT-CAB4000LDR have been evaluated by UL as alternate enclosures.

Note: All circuits are power limited.

UL 294 Compliance Notice
• IP Connectivity: Only for supplementary use when planning to install the KT-400 Ethernet Four-Door Controller with a 

UL 294 access control system.
• Use only UL 294 or UL 1076 listed power supply
• Connect Kantech part number KT-ACPW-LED status indicator to the 16 VAC black terminals of the KT-400
• Use Kantech part number KT-BATT-12 battery, see Note.

Note: Backup battery provides operation of up to 12 hours but has been tested for 4 hours per Section 33 of UL 294, 
fifth edition.

UL 1076 Compliance Notice
• The KT-400 is UL 1076 Listed as a Commercial Proprietary Control Unit Accessory and Proprietary Burglar Alarm 

Unit (Section 83.2), with EntraPass and Redundant Server, alarm system features, KT-300 Controllers, ioProx 
Proximity readers, and TRex request to exit devices – other sensor devices (temperature, water level, etc.) may 
be used as long as they are also UL 1076 Listed.

• The EntraPass and Redundant Server shall be running at all time, and manned 24 hours a day, 365 days a year – 
The EntraPass and Redundant Server will each have their own operator workstation.

• Data processing equipment and office appliance and business equipment used as central supervisory equipment 
station shall be listed to Information Technology Equipment - UL 60950.

• Should the EntraPass and/or Redundant Server be replaced, a UL 60950 listed computer must be used.
• The following recommended system requirements apply to the EntraPass Server, Redundant Server, Video Vault, 

Card Gateway, SmartLink, and Workstation:
• Operating Systems: Windows® 2000/XP/2003 Standard and Enterprise Server Editions/Vista
• Processor: Pentium IV at 1.8 GHz
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• 1 GB RAM
• Minimum free hard disk space: 20 GB
• Color depth: 24-bit (16 million colors), required for Video Integration only
• Screen resolution: 1024 x 768
• Graphic adapter card: 32 MB
• 48X CD-ROM drive
• Network Interface card: 10/100 Base-T network adaptor

Note: Actual requirements may vary based on your operating system and configuration.

• The Central Supervisory Equipment shall employ supply line transient protection complying with the Standard for 
Transient Voltage Surge Suppressors, UL 1449, with a maximum marked rating of 330 V.

• The Central Supervisory Equipment shall employ signal line Transient protection complying with the Standard for 
Protectors for Data Communications and Fire Alarm Circuits, UL 497B, with a maximum marked rating of 50 V.

• The Central Supervisory Equipment shall employ that communication circuits and network components 
connected to the telecommunications network shall be protected by secondary protectors for communication 
circuits. These protectors shall comply with the Standard for Secondary Protectors for Communications Circuits, 
UL 497A. These protectors shall be used only in the protected site of the telecommunications network.

• The Central Supervisory Equipment shall be installed in a temperature controlled environment. A temperature 
controlled environment is defined as one that can be maintained between 13° - 35°C (55° - 95°F) by HVAC 
system. Twenty-four hours on standby power shall be provided for the HVAC system. The standby power system 
for the HVAC system may be supplied by an engine driven generator alone. A standby battery is not required to 
be used.

• A marking to identify the application and signaling function of the product is located on the inside of the unit (inner 
door sticker).

• For certified commercial proprietary control unit accessory applications, the requirements of UL 1076, 
Commercial Proprietary Control Unit Accessory also apply.

• Use Kantech part number KT-3LED-PLATE 3-color LED indicators mounted on single plate when the KT-400 is 
configured with the (APOU/ALVY) KT-NCC in an EntraPass Global Edition system for remote alarm monitoring. 
Refer to the KT-NCC Installation Manual, DN1611 for additional details.

• The reader(s), that is(are) designated to arm or disarm the alarm system, must be within the secured side of the 
customer premises.

• The following Kantech readers have been validated by UL for the UL 1076 Standard: P225W26, P225KPW26, 
P225XSF, P225KPXSF, P325W26, P325KPW26, P325XSF, P325KPXSF and P600.

Note: All readers can be ordered with or without the following suffixes: BEI, BEI-SE, GRY or GRY-SE.

• The KT-400 Ethernet Four-Door Controller is UL 1076 listed when used with the (APOU/ALVY) KT-NCC (Network 
Communications Controller).

• All alarms shall be reported and acknowledged in the following priority:

Note: To set these priorities, please adjust the Event Parameters, found in EntraPass System

 1. Fire alarm and industrial supervision where a risk of injury to persons, or damage or destruction of property may be 
involved

 2. Hold-up or panic alarm
 3. Burglar alarm
 4. Watchman tour (Guard tour)
 5. Fire-alarm supervision
 6. Burglar-alarm supervision
 7. Industrial supervision where a risk of injury to persons, or damage or destruction of property will not be involved.

CE & C-Tick Compliance
• EN50133-1: Alarm systems - Access control systems for use in security applications: system requirements.
• EN55022: Information technology equipment, radio disturbance characteristics.
• EN60950: Information technology equipment, safety.
• EN61000-6-1: Electromagnetic Compatibility (EMC) - Generic Standards - Immunity for residential, commercial 

and light-industrial environments.
• EN61000-6-2: Electromagnetic Compatibility (EMC) - Generic Standards - Immunity for industrial environments.
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Overview

The KT-400 Ethernet Four-Door Controller is designed to meet the highest standards of access control and point 
monitoring applications. Here are the features of the KT-400 Ethernet Four-Door Controller.

Compatible with all EntraPass Special, Corporate and Global Editions
The KT-400 Ethernet Four-Door Controller is compatible with all EntraPass Editions v4.01 and higher:

- EntraPass Special Edition
- EntraPass Corporate Edition with a Corporate Gateway
- EntraPass Global Edition with a Corporate Gateway
- EntraPass Global Edition with a Global Gateway
- EntraPass Global Edition with a KT-NCC Network Communications Controller

Multiple Configuration Options
- EntraPass: The KT-400 Ethernet Four-Door Controller can be configured with all EntraPass Editions v4.01 and 

higher.
- Web Configuration Page: The Web Configuration Page is accessible through any browser. It can be used to verify 

and configure the IP settings of the following Kantech devices: the KT-400 Ethernet Four-Door Controller, the KT-
NCC and the Kantech IP Link. Refer to the procedure “Configuring the KT-400 Ethernet Four-Door Controller with 
the Web Configuration Page” on page 32 for further details.

- KT-Finder: The KT-Finder is a stand-alone application that can be used to verify and configure the IP settings of the 
following Kantech devices: the KT-400 Ethernet Four-Door Controller, the KT-NCC and the Kantech IP Link. The 
Kantech device can be located within the same LAN or in a remote location over the internet. Refer to the procedure 
“Configuring the KT-400 Ethernet Four-Door Controller with the KT-Finder” on page 33 for further details.

Four Onboard doors
The KT-400 Ethernet Four-Door Controller is a full 4 onboard doors access controller. See Figure 1 for a description of 
the PCB and Figure 2 for all the connection possibilities offered by the KT-400 Ethernet Four-Door Controller.

Communication Ports
• 1 10/100Base-T Ethernet for network connection with the EntraPass Gateway
• 1 RS-232 (COM3) for direct connection to the EntraPass Gateway and RS-485 communication with KT-100, KT-200, 

KT-300 and KT-400
• 1 RS-485 (COM1) for RS-485 communication between the EntraPass Gateway and the KT-100, KT-200, KT-300 and 

KT-400
• 1 SPI (Serial Peripheral Interface) port for expansion modules such as the KT-MOD-REL8 (8-Relay Outputs), the KT-

MOD-INP16 (16-Input) and the KT-MOD-OUT16 (16-Output)

Note: You can connect a loop of KT-200 controllers on the RS-485 of the KT-400 if not mixed with other controllers 
(Kantech KT-100, KT-300 and KT-400).

IP Connectivity
The KT-400 Ethernet Four-Door Controller, when used with EntraPass Special Edition or a Corporate Gateway, can 
report events, gather its configuration through an IP connection over the LAN (Local Area Network) and over the Internet 
for a WAN (Wide Area Network). In this mode, the 1st or local controller becomes a “Master Controller” and can poll up 
to 31 Kantech controller(s). The KT-400 Ethernet Four-Door Controller is compatible with all the controllers. Unlike the 
other controllers, the KT-400 Ethernet Four-Door Controller asynchronously polls the controllers (KT-100, KT-200, KT-
300) and communicates with the EntraPass Gateway only when necessary. This significantly reduces the amount of 
bandwidth required to operate your security system on the network.

• AES Encryption 128-Bit: The KT-400 Ethernet Four-Door Controller is extremely secure. It uses 128-bit AES 
encryption to communicate with the Gateway which prevents any hacking from the internet and ensures secure 
communications when used over the internet on a wide area network (WAN).
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Inputs
There are 16 onboard inputs on the KT-400 Ethernet Four-Door Controller. Up to 240 more can be added through the 
addition of expansion modules, such as the KT-MOD-INP16, for a total of 256 inputs. Each input can be individually 
configured for one of the following application:
• Door contact (4 onboard)
• T.Rex (Request to Exit Detector) (4 onboard)
• Interlock (4 onboard)
• Floor Selection for Elevator Application
• Elevator Action
• External Alarm System Status (Armed / Disarmed)
• External Alarm System Alarm (Alarm / Secure)
• External Alarm System Zones
• Relays to trigger on each input in alarm event
• Zone shunt: Single or group of zones can be permanently or temporarily 'shunted' to a secure state on the same 

controller. Shunt method includes: 
- Zone Shunt by another Zone - When a zone in alarm is programmed to shunt another zone / group of zones. 
- Zone Shunt on Unlock - When a zone is temporarily frozen to its actual state (alarm or secured) after an access 

granted. 
- Manual Shunt - Operator can manually 'Shunt' a zone to a secure state. 
- Disarmed Door Shunt - When alarm system is disarmed, some zones may be 'Shunted' to a secure state. 
- Entry / Exit Delay Shunt - When a user is in the process of disarming / arming the alarm system and entry / exit 

delay prevails, some zones may be 'Shunted' to a secure state. 
• Arming / Disarming Request
• Postpone Arming Request
• Tamper switch input: The tamper switch is a non-programmable 'Fixed-Function' input. It is used to identify tampering of 

the KT-400 cabinet.

Lock Outputs
There are 4 onboard lock outputs and they are supervised. The locking function can also be performed by any onboard 
relay configured for this functionality.

Relay Outputs
There are 4 onboard relay outputs. Up to 256 relay outputs can be supported through the addition of expansion modules 
such as the KT-MOD-REL8.

Reader Outputs
There are 4 different possible outputs for each of the 4 onboard reader interfaces for a total of 16 programmable outputs. 
Reader outputs are used to give user visual and/or audible feedback on the ongoing access events. 

Reader Interfaces
There are 4 onboard reader interfaces. They can be programmed for Wiegand or ABA (Clock and Data) readers.

Elevator Interface
The KT-400 Ethernet Four-Door Controller supports elevator interfacing with the addition of expansion modules such as 
the KT-MOD-REL8, KT-MOD-INP16 and KT-MOD-OUT16.

Alarm Panel Interface
The KT-400 Ethernet Four-Door Controller supports alarm panel interfacing with the appropriate connections made 
between zone inputs, relay outputs and the alarm system panel.

Automatic Port Detection
The KT-400 Ethernet Four-Door Controller automatically detects the site communication speed set by EntraPass as well 
as the communication port which can be IP (ETHERNET #1), RS-485 (COM1) or RS-232 (COM3).

Downloadable Firmware
The firmware program can be downloaded from any EntraPass workstation to the KT-400 Ethernet Four-Door Controller. 
The firmware program, stored in the controller’s flash memory, is upgraded without having to change any parts.
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Trouble and Reporting
The KT-400 Ethernet Four-Door Controller constantly supervises ac power and battery condition and reports “AC Lost”, 
“Normal Battery”, “Low Battery”, “Battery Critical” or “No Battery”, status to the EntraPass system. Power outputs are 
supervised and electronically protected against short-circuits and surges. Locking devices are also supervised for short 
and open circuits.

Visual Status Indicators (LEDs)
The KT-400 Ethernet Four-Door Controller has multiple status indicators such as for troubleshooting, network activity, 
power status and outputs activity. See Figure 1 for their locations.

- Heartbeat: The Heartbeat blue LED indicates the communication status with EntraPass or the IP mode of the 
controller. Refer to Table 1 for a descriptions of the heartbeat patterns.

- SPI Active (YELLOW): This LED signals activity on the SPI expansion port as well as communication between the 
main CPU and the input/output CPU. 

- COM1-RX, COM1-TX, COM2-RX, COM2-TX, RS232-RX and RS232-TX (YELLOW): The six serial port LEDs are 
transmit/receive activity indicators. The COM2-RX and COM2-TX LEDs are for future use.

- LOCK1, LOCK2, LOCK3 and LOCK4 (RED): Each lock output (Open Drain) has an indicator which turns on each 
time the corresponding output is activated. 

- RELAY1, RELAY2, RELAY3 and RELAY4 (RED): Each relay output has an indicator which turns on each time the 
corresponding relay is activated. 

- AC PWR and DC PWR (GREEN): The AC PWR LED is ON when AC power is present. The DC PWR is ON when 
the DC level is sufficient for all DC terminals such as the 12V AUX. For further details, see Troubleshooting on page 
29 section.

- ETH1 LINK (GREEN): The LED is OFF when there is no Ethernet network or the cable is disconnected, and ON 
when there is an Ethernet cable and network connection. 

- ETH1 TXRX (YELLOW): The LED indicates network activity.

Built-in SPI Expansion
The KT-400 Ethernet Four-Door Controller allows connection of expansion modules in order to add outputs, like relays 
and open drain outputs, and inputs. See Figure 10 and Figure 11 for an example with expansion modules.

- KT-MOD-REL8: The KT-MOD-REL8 is an 8-relay expansion module. Each relay is 3 Amps, 30 VDC Form C. The 
module supports daisy-chaining which can add up to 32 KT-MOD-REL8 modules for a total of 256 relay outputs per 
KT-400 Ethernet Four-Door Controller. 

- KT-MOD-INP16: The KT-MOD-INP16 is a 16-zone input expansion module. The module supports daisy-chaining 
which can add up to 15 KT-MOD-INP16 for a total of 240 external inputs per KT-400 Ethernet Four-Door Controller. 
The KT-400 Ethernet Four-Door Controller has 16 onboard inputs which gives a total of 256 inputs per controller. 

- KT-MOD-OUT16: The KT-MOD-OUT16 is a 16-output expansion module. Each output is capable of 750 mA. It 
gives the opportunity to address the need for external LED, lock, relay, piezo and buzzer control. The module 
supports daisy-chaining which can add up to 16 KT-MOD-OUT16 modules for a total of 256 external open drain 
outputs per KT-400 Ethernet Four-Door Controller. 

Note: The expansion modules support daisy chaining which can add up to 32 KT-MOD-REL8 modules for a total of 256 
external relays per KT-400 Ethernet Four-Door Controller. Combining input and output expansion modules gives the 
flexibility to connect up to 256 inputs and 256 outputs.
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 Figure 1: KT-400 Ethernet Four-Door Controller PCB View
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 Figure 2: KT-400 Ethernet Four-Door Controller Inputs and Outputs View
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 Figure 3: KT-400 Cabinet Models for North America and European Union

 

 

 

   
DN1726-0908 v01.0110



KT-400 Ethernet Four-Door Controller Installation Manual
System Architecture

The KT-400 Ethernet Four-Door Controller can be used through various site applications with EntraPass Special Edition, 
EntraPass Corporate Edition and EntraPass Global Edition.

Applications with EntraPass Special Edition and Corporate Edition with Corporate Gateway.
• Over the internet. See Figure 4.
• Over RS-232 with a USB-485. See Figure 5.
Application with EntraPass Global Edition and a Global Gateway.
• Over RS-232 with a VC-485. See Figure 6.
Application with EntraPass Global Edition and a KT-NCC.
• Over the internet with a KT-NCC. See Figure 7.
Application with EntraPass Special Edition, Corporate Edition and Global Edition.
• Over RS-232 straight from EntraPass RS-232 COM port. See Figure 8.

 Figure 4: Over the Internet with EntraPass Special Edition and Corporate Edition with Corporate Gateway
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